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Security  Agenda 

Introduction ï Security awareness and invisibility 

 

The rising strategic risks of cyberattacks  
McKinsey on Business Technology 

 

Getting started with Security 

  Introduction to the Security Chapter in EWA report 

  System Recommendation    

  (SOS) Security Optimization Service 

  Configuration Validation  

  Advanced Secure Support 

  Enterprise Threat Detection 

  

SAP Enterprise Support Value Map for Security and Enterprise 

Support Academy sessions 

 

Key success factors for Security 

 

 

  

 

 

 

 

 



Interviews with more than 200 chief information officers, chief information-security officers, regulators, policy makers, 

technology vendors, law-enforcement officials etc. Covering 7 sections in all regions 

The rising strategic risks of cyberattacks  
 Research done by McKinsey and  the World Economic Forum on Business Technology  

Most companies have 

difficulty quantifying the 

impact of risks and mitigation 

plans.  

A large majority of 

surveyed companies had 

nascent or developing 

cyberrisk-management 

capabilities. 

If these attacks are not 

addressed, a backlash 

against digitization 

could occur, with 

negative economic 

effects 

Most CEOs realize that the 

real cost of cybercrime 

stems from delayed or lost 

technological innovation 

  

1. Prioritize information assets by business 

risks. 

2. Differentiate protection by the importance of 

assets 

3.Integrate security deeply into the technology 

environment to achieve scale 

4. Deploy active defenses to uncover attacks 

proactively. 

5.Test continuously to improve response plans. 

6. Engage frontline personnel to aid their 

understanding of valuable information assets 

7.Incorporate cyberresistance into enterprise-

wide risk-management and governance 

processes 
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   The three pillars of Software Security  

  

 

 

Software Security 

Security 

Functions 

Security 

Quality 

Secure   

Operation 
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  Classification of Security Services 

Security Optimization Service 

System Recommendations 

Security Notes on Service Marketplace 
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  The Security Chapter in EWA report  

 

Security Notes and Hotnews 

Security Patchday 

CVSS rating 

System Recommendation 

 

  
Default passwords e.g. SAP*   

Security Optimization Report 

 Configuration Validation 

Security notes  

Performance-relevant 

notes  

HotNews  

Legal change notes  

Correction notes / Patch 

notes  
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Security powered by the SAP Enterprise Support Academy 

Tools & process set-up: 

Roles and Authorization 

Concept 

Guided Self Service: 

SOS Security Optimization 

Service 

Configuration Validation 
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Key Success Factors for Security 

Ç Be aware of the invisibility and missing security 

 

Ç Security requires support by everyone 

     - It cannot be delegated to a dedicated group 

 

Ç Everyone 

     - must be aware that his/her support for Security is essential 

      - must be motivated to support Security 

      - must be enabled to support Security 

 

Ç Top Management support is key 

     - Management support for groups and activities on Security 

      - Exemplary security behavior by management 
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1.8 billion text messages run through an SAP systems every day! 

70% of business transactions run through an SAP System ! 
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